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Overview 

• Discovery 
• Development 
• Victimology 
• Attribution 
• SNOWGLOBE. 
• Questions and Comments 
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DISCOVERY 

I Discovery 
Development 
Victimology 
Attribution 
SNOWGLOBE 
Questions 
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Discovery 

• Discovered in November 2009 
• Existing CNE Access 
• WARRIORPRIDE as a sensor 

- REPLICANTFARM for anomaly detection 
• XML info from implant 
• Signature-based detection of anomalous activity and known techniques 
• Noticed: Command-line to create password protected RAR 

- Always the same password 

• Retrieved files associated with activity 
- Identified unknown malware through reverse engineering 

• Collecting email from specific, targeted accounts 
• "Felt like" a Fl-collecting tool 
• Pointed to first discovered LP 
• Provided intial comms analysis to allow signature deployment in passive 

collection 
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DEVELOPMENT 

Discovery 
Development 
Victimology 
Attribution 
SNOWGLOBE 
Questions 
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Implant 

SNOWBALLS 
- Found and identified wmimgmt.exe and wmimgmt.dll (later 

called the SNOWBALL implant). 
- Creates a service -> loads wmimgmt.exe -> injects 

wmimgmt.dll into IE. 
- Later upgraded SNOWBALL to SNOWBALL 2 

• Very similar beaconing. 

SNOWMAN 
- More sophisticated implant, discovered mid-2010 
- Less is known about SNOWMAN, but efforts against it 

continue. 
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SNOWBALL Beacons 
C o n t e n t 
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M e a n i n g / d e c r y p t 

a 3 2 - b y t e c h e c k s u m 

b e a c o n size in by tes 

D e s c r i p t i o n f i e ld , Va lues can be : f l a g , s e g m e n t , len 

L o g i n / D o m a i n ( o w n e r ) : SYSTEM/AUTORITE NT ( u s e r ) 
C o m p u t e r n a m e : EXPORT O r g a n i z a t i o n ( c o u n t r y ) : 
(F rance ) OS v e r s i o n (SP) : 5 . 1 ( S e r v i c e Pack 3) D e f a u l t 
b r o w s e r : i e x p l o r e . e x e IE v e r s i o n : Moz i l l a /4 .0 
( c o m p a t i b l e ; MSIE 6,0 ; W in32 ) T i m e o u t : 
360G(nn in)480Ci (max) First l aunch : 0 7 \ 3 0 \ 2 0 0 9 1 2 : 2 9 : 3 7 
Last l aunch : 1 1 \ 2 0 \ 2 0 G 9 1 0 : 3 2 : 4 2 Mode : S e r v i c e | 
R igh ts : A d m i n | UAC: N/A I D : 0 8 1 8 4 

User-Agent: Mozilla/4.0 (compatible; MSI 6.0; Windows NT 5.1; .NET CLR 1.0.3705; .NET CLR 1.1.4322) 
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